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B AHoTauis

Y HaB4YanbHOMY MOCIGHUKY BUCBIT/IEHO CUCTEMY aNrOPUTMIB NMPIOPUTETHOCTI AK
npeamMeT BOEHHOI cTeraHorpadii. Mpu LboMy, 03ByUYE€HO KpUTepianbHy 3a4aTHICTb
LWITYYHOI reHepaLuii ronocy JilognHu. BusHayeHo KOHLenTyanbHy MOAesb 3aXUCTy
iHpopMaLi,ii Big, Kibep3arpo3 y 6e34poToBUX MepexXax cTeraHorpagii. CteseppXXeHo
KBaHTOBY CUMYJIAILLKO CTEFOCUCTEMU AIK BBEEHHA BOopora B oMaHy. [1porHosoBaHo
dinocodito cTteraHorpadiyHoro gpansepa lNMepemoru YKpaiHu Hag, poCinCbKUM
arpecopom.

Po3paxoBaHO Ha CTyAEHTIB, KYpCcaHTIB, BUKNagayiB BULWMX HaBYaNbHUX 3aKnagis
YKpaiHu, a TakoX cniBpobiTHUKIB criey,cnyxo6.
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INEPEIMOBA

3aBaaHHs 3aXUCTy iH(GOPMAIIiTl BiJ] HECAHKI[IOHOBAHOI'O JOCTYILY
BUpIIIyBaNOCs B yCi YacH icTopii MOACTBa. YK€ B CTApOAaBHbOMY
CBITi BUIUTHJIOCS JIBA OCHOBHI HAINpsSMU PIlICHHS IbOTO 3aBJIaHHS,
10 ICHYIOTh 1 10 ChOT'OJHIIIHBOTO AHS: KpunTorpadis i cTeraHor-
padis. A ocoOinBO 32 Cy4acHUX YMOB ITOBHOMAcCIITaOHOTO BTOPT-
HEHHS POCIMCHKOI0 arpecopa Ha TEPUTOPil0 YKpaiHH L TeMaTHKa
€ HaJTo 3aTpedyBaHo0. MeTor Kpunrorpadii € IpUXOoBaHHS BMICTY
MOBIOMJICHD 3a paxyHOK ix mmdpyBanusa. Ha 6iominy 6i0 yvoeo,
3 02150y cmezanoepaghii npuxo8yemuvcsa cam hakm iCHy8aHHs mae-
MHO20 NOGIOOMIEHHS.

CaMme po3BUTOK cydacHUX 3aco0iB iHQOpMaIiHHUX B OCTaHHE
JECSTUIITTS B HOBUH MOILITOBX JJIsl PO3BUTKY KOMIT IOTEPHO]I cTera-
Horpadii. 3’sBuiachk 3HayHa KIJIBKICTh HOBHX Trally3eil 3acTocy-
BaHHs1. [Ipy IbOMY, iICHYIOTH JIBa OCHOBHI HANIPSIMHU B KOMIT FOTEPHIH
crerarorpadii: moB’si3aHui i3 MUGPOBOO OOPOOKOIO CHTHATIB 1 HE-
noB’s;3aHuid. OcTaHHIN HampsM Mae OOMEXEeHE 3acCTOCYyBaHHS Y
3B’SI3KY 3 BIIHOCHOIO JIETKICTIO PO3KPHTTS 1/a00 3HUIICHHS MPUXO-
BaHOi iH(opMalii. BibIICTh MOTOYHUX AOCTIPKEHb Y MHOXHUHI
crerarorpadii Tak UM iHaKIIe OB’ A3aHi i3 UG POBOIO 0OPOOKOIO CH-
rHamiB. lle mo3Bonse BBaxkatu mpo mudpoBy creranorpadito. Came
il HayI[l 1 TPUCBSIYCHUN JaHUI HaBYAJIbHUN MTOCIOHHUK.

Cepen 3aBraHp HaBYaNbHOI IUCUUILIIHU «BoeHHa creranorpa-
(his: KBaHTOBA CUMYJISIIISI T2 KOCMIYHA TIMEePCIETPOCKOITIsH BaXKITH-
BHM TaKOX € BUBUCHHS OCHOB CTEraHOTrpadiuHOro 3axucTy iH(OP-
Marlii, METOAIB Ta KiOepOOYHMCIIOBAIBHUX AJITOPUTMIB CTETaHO-
rpadiqHOTO MMEepeTBOPEHHS, AOCiIPKeHHS BIIMIOBITHAX aTaK Ha CTe-
TaHOCUCTEMH, a TAKOXK BUBYEHHsI MeToJliB mpoTuaii. Came nis BU-
BUCHHS BIJIOBITHOT TeMH HaBYaJbHOI NUCUHUILIIHYU 1 MpU3HAYCHUN



HOBUI HaBYAJILHUW NOCIOHUK Y MOBOEHHIN YKpaiHi, 3IaTHUN CUCTE-
MHO BHCBITJIFOBATH METOJU Ta MPUHIIUIIN MOOYIOBH, & TAKOXK KiOe-
pCTiliKe 3acTOCYBaHHS cTeraHorpadigHux Mojeneit (OI0KiB, TiacH-
CTeM TOINO) 1 TPOTOKOJIB. BWBUEHHS BIAMOBIIHOI TEMH Mae
OCHOBOIIOJIO)KHE 3HAYCHHSI, OCKIJIbKY CTeraHOTpadiyHi CHCTEMH Ta
MPOTOKOJH €, Micist Kpunrorpadii, pyHAaMEeHTaIbHOIO OCHOBOIO 3a-
xXucTy iH(DopMaIlii Ta KibepOe3meKy.

VY nanomy mociOHUKY HaBelleHi OCHOBHI HampsIMU CTEeTraHOIpa-
¢ii, MaTemMaTHYHa MOJENb Ta CTPYKTypHa cxema creraHorpadgid-
HOI cucTeMH, Kiacudikaris cucreM 1uppoBoi creraHorpadii Ta ix
BUKOPHCTaHHS, METOJIM CTEraHorpadiqHoOro 3axucTy iHQopmaiii,
PO3TISHYTI aTaKy Ha CTETaHOCHUCTEMH Ta MPOTHIIsS M. 3a pe3yJbTa-
TaMH BUBYCHHS BiJIOBIAHOI TeMU HaBYaJIbHOI JTUCLUIUIIHU CTY/e-
HTH NOBUHHI:

3HATU: OCHOBHI METOAM, CHUCTEMH Ta 3aco0u 3a0e3leueHHS
cTeraHorpaiyHOro 3axucty iHopmarii, aHami3y CTIHKOCTI crera-
HOCHCTEM Ta 0€3MEYHOCTI CTEraHOMPOTOKOJIB; MOPSAOK Ta YMOBH
3aCTOCYBaHHS KJIIOUOBHX CTETaHOCHUCTEM, a TAKOXK METOAM Ta 3a-
coOu ympaBiiHHS KJIFOYOBUMHU JaHWMH, OCHOBHI TEHJCHIII Ta Ha-
MPSIMU PO3BUTKY TEOpii Ta MPAKTUKH CTEraHOCHCTEM Ta CTETaHO-
MPOTOKOJIIB, MPOTHO3YBAaHHS iX MOJJIMBOCTEH Ta MOKJIMBOCTEH
CTETaHOAHANITHKIB (MOPYIIHUKIB); (YHKIIOHATbHI MOXKIMBOCTI
Ta TOPSIIOK 3aCTOCYBAaHHS CYYacHHX IMaKeTiB POTrpaMHOT peaizaii
creraHorpadiyHUX MEPETBOPEHb Ta cTeraHorpapivHux O0i0MioTeK;
MOPSAJOK OLIHKHM SKICHUX MOKa3HUKIB CTETAHOCHCTEM Ta CTEraHo-
MPOTOKOJIB;

BMITH: PO3pOOJSATH BHMOTH Ta OOWUpaTH sl 3aCTOCYBaHHS
CTETaHOCHUCTEMH Ta CTETAaHOIPOTOKOJH, IO MiHIMI3YIOTh BIUIUBH
MOPYIIHUKIB; BUOMPATH Ta 3aCTOCOBYBATH KPUTEPii Ta MOKAa3HUKH
OITIHKM CTIHKOCTI CTETaHOCHCTEM Ta OE3IEeYHOCTI CTEeTaHOIPo-
TOKOJiB; OOIPYHTOBYBAaTH BHUMOTH JI0 KJIIFOUOBHX CHCTEM Ta YIIpaB-
JHHS KIIOYOBUMHU JaHUMHU CTETAHOCUCTEM, 31HCHIOBATH aHaMi3 ixX
BJIACTHBOCTE; IPOBOIUTH aHalli3 Ta CHHTE3 CTETaHOMPOTOKOIIB 3a
KpUTepieM 0e3MeYHOCTi, MOPIBHIOBATH 1X 3 BUKOPHUCTaHHIM YMOB-
HUX Ta 0E3yMOBHHUX KpPHUTEpiiB; 3aCTOCOBYBAaTH CTaHAAPTHI MaKeTH
IpH PO3B’sI3aHHI NPUKIIAJAHUX 33124 MOJEIIOBaHHS CTETAHOCHCTEM,
KIIFOYOBHX CHCTEM 1 CTeraHoTpadivHUX MPOTOKOIIIB.



Takum 4MHOM, y pe3yJbTaTi BUBYCHHS BIATOBIJHOT TEMU HaB-
YaJbHOI JUCHUIUTIHM, JUIS BUKJIQJCHHS SIKOT 1 MPHU3HAYCHO JTaHHMA
HaBYAIbHUH TOCIOHWK, CTYJEHTH ITOBHHHI 3aCBOITH METOAHM Ta
MIPUHINAIH TTOOYIOBH, peaiizallii Ta 3aCTOCyBaHHS cTeraHorpadid-
HUX CHCTEM Ta MPOTOKOJIB, BMITH 3aCTOCOBYBATH METOJIH, alITOPH-
TMH Ta 3aCO0M OLIIHKM CTEraHOCTIMKOCTI Ta IHIINX AKICHUX IMOKa3-
HHUKIB CTETaHOCHUCTEM Ta CcTeraHorpadgidHux MOpoToKomiB. Ilpu
BHUBYECHHI CTeraHorpa@iuHux MPOTOKOIIB CTYACHTH MOBUHHI BMITH
OOIpyHTOBYBaTH BHUMOTH, PO3B’SI3yBaTH 3aBAaHHS aHAIi3y Ta CHH-
Te3y cTeraHorpadiuHuX MPOTOKOJIB, CKJIaJaTH MPOTrpaMHI MOJIENI
Ta 3/IMCHIOBATH MOJICTIOBAHHS CTETAaHOCHUCTEM, a TaKOX came
y BOEHHHMX NPaKTHKax peani3oByBaTH KiOepoOUHCIIOBAJIbHI ajro-
pUTMH cTeraHorpadiqHoro 3aXUcTy iHpOopMaIii.

Bio asmopis



PO3JILI 1.
CHUCTEMA AJITOPUTMY IMMPIOPUTETHOCTI
SIK TPEJMET BOEHHOI CTETAHOTI'PA®II

1.1. CyTHicTh Bo€HHOI cTeranorpadgii

ABTOpPH O3HAYECHOTO IOCIOHWKY € JIAKOHIYHUMH Ta CTHCIHMH
II0JI0 CYTHOCTI BOEHHOI cTeraHorpadii, OCKUIBKM caMa Ha3Ba TOBO-
PHUTB TIpo cede («MeHIIe MOPOXKHIX CIiB, a OIbIIe IiNa sIK KOHKPETHU-
3awii cripaBuy). AJKe, Ha Hall HOTJISIA, L€ TaKa YTAEMHIOBAHICTb, IPH
SIKOMY TOB1IOMJICHHS 3aKOZ0BaHl TAKMUM YMHOM, 1110 HE BUIVIJAE SIK
MOBIIOMJICHHS, OCKIIbKH BIJICYTHIM O4eBHAHMN (akT ioro icHy-
BaHHs. Jluine ogHOMY JIIOACHKOMY HEHPOMO3KY JOBIYHO 3HATH CaM
(dakT Takoro iCHyBaHHS 3aBISKW HOro ()eHOMEHaNbHIA mam’siTi, a
came: HilllO 1 HIKOJIM B HTTI HE CTHPAEThCS. A, HABIIAKH, B EKCTpeMa-
JBHUX YMOBaX >KUTTEBOTO CBITY ()eHOMEHaNIbHA NTaM’SITh 3 HEMMOBIp-
HOO MIBUJIKICTIO 3/IaTHA BiTHOBJIIOBATH Ty 4H iHINY iH(popMaio (To-
BiJIOMJICHHS, (DAKT, OO, PParMEHT, CFOKET TOIIO).

1.2. ba3oBa TepmiHoJoris Ta ii K1acudikauniiHni
XapakTep y BO€HHil creranorpadii

Came y moBo€eHHIH YKpaiHi BapTO OKPECINTH, IO PI3HOMAaHITHI CIIO-
co0m 3acTocyBaHHS KibepaTak y pPo3BiAyBaIBHO-TIAPUBHIA TisUTEHOCTI
1HO3EMHUX CIICICTY>K0 200 TIiJT Yac BeIeHHS KiOepBiliHU KpaiHO-arpe-
copoM Oe3rmocepeIHbO LiNieCHpsIMOBaHi Ha 3yMUHKY Y pOOOTi, BTpaTy KO-
HTPOJTIO 200 BUBEACHHS 3 JIaay iHOPMAIMHUX CUCTEM, sIKi 3a0e3meuy-
IOTh TIEPIIIOYEPIoBi MOTPEON JIFOAMHH, CYCIUILCTBA 1 JIepKaBy (BOJIH,
Teria, CBITJIA, TPAHCIIOPTY, OAHKIBCBKUX OIepaliil, CUCTEM 3B’S3KYy
TOIIIO) 331 TIOPOJDKEHHS Xa0Cy, TIOCUIICHHSI CYCIIUIBHOI HAIPYTH, Jie-
crabinizanii kpainu B minomy. Uepes 301IbIIIeHHSI KIJTBKOCTI BUTIA/IKIB yC-
mimHuX Kideparak, y OUTbIIOCT MPOBIAHMX KpaiHax CBITY 3 METOIO 3Be-
JICHHSI JI0 €IMHOI CHUCTEMH Ba)KJIHMBUX OO0 €KTIB ¥ HaWypa3nuBIIIHX
iH(opMaIiHO-TeIEeKOMYHIKAIIHHAX CHUCTEM Ta Mepex, Brpara abo



MOPYLIEHHS CTAIOr0 (PYHKIIOHYBAaHHS SIKMX MPU3BEE 10 3HAYHUX a00
HaBITh HETIONPABHUX HETaTWBHHUX HACIIJIKIB IS HAI[IOHAIBHOI OC3MeKH
1 060pOHH, BBEIEHO TEPMIH «KPUTHYHA iH(ppacTpykTypa» [33, c. 214].

B noBoeHHI# YKpaiHi, 3 oIy Ha OCTaHHI MO/Iii, KUTBKICTE pea-
mi30BaHUX KibepaTak, 30KkpeMa 3 OOKY pOCIHCBKOTO BOpOTa, 3HAYHO
301IBLIYETHCS 1 OIIHKA YPa3IMBOCTI Ta MOTEHIIHHUX HACTiAKIB IpH-
MUHEHHs a00 pyiHYBaHHS 00’€KTIB iHQPACTPYKTYPH CTAa€ OIHIEO i3
OCHOBHUX ()YHKIIi# nepxkaBu. ToMy, B iHTepecax 3a0e3MevYeHHs Halli-
OHAJIBLHOI O€3IeKM BHUHUKAE IWTAHHA HEOOXIJTHOCTI IIiIBUILEHHS
e(eKTHBHOCTI BUKOPUCTAHHS Ta 3aXKMCTY JACPKaBHHUX 1H(HOpMAIiHHUX
pecypciB (AIP), ocobnuBo iHdopmaliii 3 OOMEKEHHUM IOCTYIIOM,
sgKa 00poOisieTbes B iHQOpMaLiiHO-TEIEKOMYHIKAIMHUX CHCTEMax
00’€KTIB KPUTUYHOI 1HPPACTPYKTYpH, BTpaTa SKOI MOXKE 3aBIaTh
i 1HIIUX (JI0IaTKOBUX) TSDKKUX HACHIAKIB. Tak sk B OCHOBY TIOPSIIKY
(dopMyBaHHS MeperiKy iH(pOpMaLiiHO-TEICKOMYHIKAIIHUX CUCTEM
00’€KTiB KpUTUYHOI iHPPACTPYKTYPH AEPKaBH 3 METOIO 1X IepIIoye-
ProBOTO 3aXUCTY Bia KibepaTak MOKJIAJCHO MPHHIUI «HETaTHBHUIM
HACIiIOK — KpUTHYHA iHPpacTpyKTypa», TOMy IUTAHHS BU3HAYCHHS
CTYHEHS TSDKKOCTI HETraTMBHUX HACHiAKIB W BENIWYMHHU 3aBIAHOI
IIKOJM Ta 1HIIMX MOXJIMBHUX BUTPAT Ha OOMEXEHHs JIOCTYITy Ta 3a-
XHCT iH(popMallii 3 OOMEKEHUM JOCTYIIOM BiJ| ii BUTOKY, /IO SIKOTO
MOe TIPU3BECTH KibepaTaka, € aKTyaJbHUM.

Ake aHami3 mpanpk BiTuM3HAHMX HaykoBiB (. Biprokos /|,
C. Konnparos, O. Cyxomonu, C. ['Hatiok, O. FOj1iH) BUSBHB HasIBHICTH
3HAYHOI KTBKOCTI TIpoOiieM y cdepl 3aXUCTy KPUTHYHOI iH(PaCTPyK-
TYpH IepKaBH, TOYUHAFOYH 3 BiJICYTHOCTI 0a30BHX HEOOXITHUX MOHSTH,
HAIPUKIIA]] «3aXUCT KPUTUYHOI iHPPACTPYKTYPH» Ta «3aXUCT KPUTUIHOT
iHdopmaniiinoi iHpacTpyKTypn», HOPMATUBHOTO-IIPABOBOTO 3a0e31ie-
YeHHsI 1aHO1 cepH (3aKOHy, KOHIIEIii, CTpaTerii, JOKTPUHH TOIIIO) 1 /10
HEOoOXiTHOCTI (hOPMYBaHHS JICPKABHOI CUCTEMH 3a0€3MCUCHHS 3aXUCTY
KPUTHYHOI iH(ppacTpykTypH y misiomy [35. c. 214]. Ane, Ha HauI norsiz,
BCi 11l HAYKOBI 3I00YTKH BHIIE O3HAYSHUX JIOCHTIIHUKIB € TOTHIHUMH JI0
BOEHHOI creranorpadii, o CBi9aTh MPO iICHYIOYH CKIIQIHINA CTaH Ki-
Oepripocropy Ykpainu. Bcee 11e BuMarae BiJIHECECHHS 3aXHCTY KPUTUYHOI
iH(pacTPyKTypH 1O IPIOPUTETHUX HATIPSAMIB MPOTHII 3arpo3aM Halio-
HaNbHIA Oe3Meli 3 METOH TOMEPeKEHHS MOXKIIMBOI TTOTEHIIIHOL
IIKOJIM JICPrKaBi Ta yCyHEHHsT HETaTHBHUX HACIIIJIKIB BiJ| iX peastizartii.



BaxausuM € aHami3 HOTEHIIMHUX HETATUBHUX HACIIIKIB, 10 IKHUX
MOXe TpHU3BeCTH Kibeparaka Ha iHQopMauiliHO-TeJIeKOMYyHIKaliiiHy
cucTeMy 00’ €KTa KpUTUIHOI IHQPACTPYKTYPH, sika 00podIisie iHpopma-
miro 3 oomesxxernM noctynoM (I30/]) (ado JIIP) 3 meToro momamnbIiol
paTtak IpH IpoBeIeHHI MPOoLEAypH OLHIOBAHHS IIKOJIM HaIllOHAJIbHIN
Oe3merni Ykpainu y pasi ii BUTOKY.

VY 1mpomy 3MicTi OCHOBHE 0a30Be MOHATTS iHhopmauiiino-mene-
komynikayiunoi cucmemu (ITC) sk cykynHocTi iHpopManiiiHux Ta
TEJCKOMYHIKAIIHHUX CUCTEM, SIKi y mpoiieci 00poOku iHdopmarii [i-
I0Th SIK €JIMHE I1iJIe, HaBeaeHO Y 3akoHi Ykpainu «I[Ipo 3axuct iHbpop-
Marii B iH(QOpMAaIlifHO-TEIIEKOMYHIKAIIIHHUX cucTemax» [37], axuii
peryioe BiiHOCHHU Y cdepi 3axucty iHpopmaliii B iHpopMaiiiHuX,
tenekomyHikariitaux Ta ITC. Llum 3akonom [37] HaBeseHi i iHIII TO-
HATTS, HEOOXITHI JIUTsl IPOBEACHHS TOCIiPKEHB Y JaHii cdepi Taki sK:

— menexomynikauyiitna cucmema (TC)— CyKymHICTH TEXHid-
HUX 1 IpOorpaMHUX 3ac00iB, MpU3HAUYEHHUX i1 0OMiHY iH(OpMaIieto
IUITXOM TIepeIaBaHHs, BUTIPOMIHIOBAaHHS 200 MpuiiMaHHs 11 y BUTIISI
CUTHAJIIB, 3HAKIB, 3BYKiB, PyXOMHX a00 HEPYXOMHX 300paK€Hb UH
B 1HIIHH CI10Ci0;

— ingopmayiiina (aemomamuszoeana) cucmema (IC(AC)) — op-
raHizaliiHO-TeXHIYHA CHCTEMa, B SIKil peali3yeThCsl TEXHOJIOTisE 00po-
Oku iH(opMallii 3 BAKOPUCTAHHSM TEXHIYHHX 1 IPOTPaMHUX 3ac00iB;

— 3axucm iHgopmauii ¢ cucmemi — NiISUTBHICTD, IO CHPSIMO-
BaHa Ha 3amoOiraHHs HECAHKI[IOHOBAHWUM JisiM o0 iH(opmarii
B CUCTEMI;

— HecaHKyionoeawi il w000 iHghopmayii ¢ cucmemi — nii, MO
MPOBAATHCS 3 MOPYLICHHSM MOPSAAKY AOCTYIy A0 W€l iHpopmarii,
YCTaHOBJICHOTO BIATIOBITHO 0 3aKOHO/IaBCTBA;

— 00pooka inghopmauii ¢ cucmemi — BUKOHAHHS OJTHI€T 200 Ki-
JBKOX OTepariiif, 30kpema: 30upaHHs, BBEJICHHS, 3aIIHCyBaHHSI, Iepe-
TBOPEHHS, 3YMTYBaHHS, 30€piraHHs, 3HUIICHHS, PEECTpaIlii, MpHii-
MaHHs, OTPUMAaHHsI, TIepeAaBaHHs, sSIKi 3TIMCHIOIOTHCS B CHUCTEMI 3a
JOTIOMOTO0 TEXHIYHHUX 1 MPOrpaMHUX 3ac00iB;

— 3HUWEeHHA iHgopmauii 6 cucmemi — 1ii, BHACTIAOK SKHUX 1H-
(dopmarisi B cUCTEMi 3HUKAE;
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— 6umMOK inghopmauii — pe3yabTaT Aild, BHACTIJOK IKHUX 1H(Op-
Mallis B CHCTEMI CTa€ BiJOMOIO YU JOCTYIMHOI (Di3HUHUM Ta/abo 10pH-
JMYHUM 0c00am, 110 He MAIOTh TpaBa JOCTYITY JIO Hel;

— Kopucmyesau iHghopmauii ¢ cucmemi (xopuctypau) — (i3u-
yHa a00 ropuanyHa ocoba, sSIka B YCTaHOBJICHOMY 3aKOHOJIABCTBOM
MOPSAKY OTpUMaia MmpaBo JOCTyIy A0 iHdopMmalii B cucremi;

— o0ocmyn 00 inghopmauii 6 cucmemi — OTpUMaHHS KOPUCTYBa-
4eM MOXKITUBOCTI 00pOoOIIATH iH(pOpMAIIiIO B CHCTEMI;

— nopadox docmyny 00 iHghopmauii 6 cucmemi — yMOBU OTPH-
MaHHS KOPUCTYBaueM MOJIMBOCTI 0OpoOJIATH iH(pOpMAILIiI0 B CHC-
TeMi Ta MmpaBuiia 00pOOKH 1i€i iHpopMarii;

— Komnnexcna cucmema zaxucmy ingopmauii (KC3I) B3aemo-
MOB’s13aHa CYKYIHICTh OpraHi3aliiiHuX Ta IHKEHEPHO-TEXHIYHUX 3a-
XOIiB, 32aCO0IB 1 METOIIB 3aXUCTY iH(OpMAaILii;

— Kpunmozpagiynuii 3axucm ingpopmauyii (K31) — Buz 3axucty
iHpopMalLii, m0 peanizyeThCsl LUISIXOM MEpeTBOPEHHs iHpopmaii
3 BUKOPHCTAHHSIM CIICIMIAbHUX (KJIFOYOBUX) JTAHUX 3 METOIO MPUXO0-
ByBaHHs / BiTHOBJICHHS 3MiCTY iH(OpMaIlii, M TBEepKeHHS ii cripaB-
YKHOCTI, IIUTICHOCTI, aBTOPCTBA TOIIIO;

— mexHiyHuil 3axucm ingopmauii (131) — Bun 3axucry iHpOp-
Mallii, cnpsMOBaHUI Ha 3a0€3MEYEHHS 3a JOMOMOIOI0 iHKEHEPHO-
TEeXHIYHUX 3aX0(iB Ta/a00 MPOrpaMHUX 1 TEXHIYHUX 3aCO0IB YHEMOK-
JIUBJICHHS BUTOKY, 3HUIIICHHS Ta OJIOKYBaHHS 1H(pOpMAIIii, mopymeHHi
LTICHOCTI Ta peXXUMy AOCTYIY A0 iHdopMarii;

— 0n10KysanHs ingopmayii 6 cucmemi — 1ii, BHACTIIOK SKHX
YHEMOKJIMBIIIOETHCS TOCTYT 10 iH(popMalii B CUCTEMI;

— nopywiennsa yinicnocmi inghopmauii 6 cucmemi — HeCAHKIIOHO-
BaHi [iii o0 iHdopMariii B CHCTeMI, BHACTIIOK KX 3MIHIOETECS ii BMICT;

— enachuk cucmemu — $iznuHa abo IOpUINYIHI 0co0a, sKii Ha-
JIS)KUTH MTPABO BIACHOCTI HA CUCTEMY;

— eonodineysy inghopmauii — dizuuna abo ropuauyHa 0c00a,
Ki¥ HaJIe)KaTh MpaBa Ha indopmariro. [35, ¢. 214]

Takox 3aKkoHOAaBUO BU3HAUEHO [37], 1110 00’ exToM 3axucty B ITC
€ inpopmatis, sika 00poOIsIETHCS B Hilf, Ta IporpaMHe 3abe3rnedeHHs,
sIK€ TIPU3HAYCHO ISl 00poOKH 11i€l iHGopMalIii.
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Hapasi 3aransHrMu BUMOTraMH Ta OpraHi3alliiHUMH 3acajaMy 3a-
OesrneueHHs 3axucTy iHpopmarii B iHpopManiiHuX, TeTeKOMYHIKalliii-
Hux Ta ITC € «IlpaBuna 3a6e3neueHns 3axucTy iHdopmariii B indhopma-
MIHHUX, TETCKOMYHIKAIIHHIX Ta 1H(QOpMAaITiHHO-TeIEKOMYHIKAIIHTHIX
cucteMax» [55], sIKi MiCTATh MOHATTA aBTeHTH(iIKaLiT Ta ineHTUdiKawii,
1 KOHKpeTH3YIOTh iHpopMarito, sika miamsrae 3axucty B ITC, a came
[55]: BimkpuTa iHbOpMAITis, sska HamexuTh 10 [IP, a Takox BigkpuTa
iH(popMais Mpo AISUIBHICTE Cy0’€KTIB BIAJAHUX MMOBHOBAXXEHbD, BIHCH-
KOBHX ()OPMYBaHb, sIKa ONPUITIOAHIOETHCS B [HTEpHET], iHIMX T71006a-
JIbHHUX 1H()OPMAIIHHUX MepeXkax 1 cucTeMax abo MepeaacThCs TEICKO-
MYHIKallilHIMU Mepexxamu (BUKpHTa iH(popMalis); KoHDiaeHiiHHa
iHpopmais (y T. 4. IepcOHaIBHI J1aHi); ciry00Ba iHpopmMais; iHdop-
Mallisi, sska CTaHOBHUTh JICP)KaBHY a0o0 iHIINY IepeadadyeHy 3aKOHOM Ta-
eMHUIIO (TaeMHa iH(OpMaIis); iHPOpPMAIlisd, BUMOTa IIOJI0 3aXUCTY
SIKOT BCTAHOBJIEHA 3aKOHOM.

Ha BukonaHHs mmany 3axoiB mono 3axucty J{IP 3arBepmxeHoro
Posnopsimoxenasm KMY Nel135 Bim 05.11.2014 poky Ta 3 MeToto 1i/1-
BUIICHHS PiBHA 3aXUCTY iHOPMAaLiIHHUX PECyPCiB, 10 00POOISIETHCS
B ITC 00’ €exTiB KpUTHYHOT iHQPACTPYKTYPH AEPKaBH, BU3SHAYCHO Me-
XaHi3M, 3a SIKUM BifOyBaTUMeThcsi POpMyBaHHS iX mepemniky. 30kK-
pema, po3pobiieno «Ilopsmok popMyBaHHs Mepetiky 00’ €KTIB KPUTH-
yHO1 iH(opMmaltiitHoi iHppacTpykTypu» [54] (nami — I[opsaox), skuit
3atBeppkeHo [TocranoBoro KMV Bin 09 sxoBTHS 2020 p. Ne943 «/le-
SIKi MMTaHHS 00’ €KTIB KPUTUYHOT iHQOpMAaIiiHOT iIHPPACTPYKTYpH»,
3a SIKOIO JIep>KaBHI OpPTraHu, OpPraHy LIEHTPalIbHOI BUKOHABYOI Bialy,
1HTI 3aiHTEepecOoBaHi JepKaBHI OpraHu MOBUHHI c(hOpMyBaTH Ta II0-
natu JlepxaBHiii ciy»k01 cIieliaibHOTO 3B’ 513Ky Ta 3aXUCTY iH(popMa-
uii ([Jepixcrenss’s3xy) npono3umii s popmyBaHHs nepeniky [TC
00’€KTiB KpUTHIHOI iH(ppacTpyKTypH Aepxasu [54]. Y BianoBiIHOCTI
JI0 IMX MPOIO3MIIiH 3aiHTePECOBaHI OPraHu MalOTh BU3HAYUTH HETa-
THUBHI HACII/IKK Ta BKa3aTH iX YMOBHE IMO3HAYCHHS, 10 SIKUX MOXKE
npu3BecTH Kibeparaka Ha ITC i3 mpuBeneHOT0 y IOPSAKY HEepertiKy i3
3a3HaueHHAM BHIY iH(OpMariii, sKka 00poonseTscs. | AKmo BKa3aTH,
110 B ITC o6pobiisieThes 1301, Toi BUHUKAE TUTAHHS 1010 HEOOXiI-
HOCTI BpaxyBaHHS ¥ IHIINX TSDKKUX HACIHIJIKIB, SIKI BH3HAYAIOTHCS MTPH
0oOMeXeHHI JOCTYIy 0 Takoi iHdopMmarii sSK Aep)kaBHA TAaEMHHUIIS
[50], Ta 3a3HaueHHS iX y MPOIO3UILAX, IO SKHX MOXE MPU3BECTH
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kibepataka Ha ITC y pa3i ii Butoky. ¥ Ilopsnky [54] mictarscs Taki
TIOHATTS Ta BU3HAYEHHS SIK:

— 3ainmepecoeaHi opzanu — NeP>KaBHI OpPraHU, OPTaHHU MicIIe-
BOTO CaMOBPSAYBaHHs, OpraHu ymnpaBiiHHS 30poiHux Cui, iHIINX
BiIMICBKOBHUX ()OPMyBaHb, YTBOPEHHUX BiJIIIOBIIHO JI0 3aKOHIB, IIPABOO-
XOpPOHHI OpraHy, Y BIACHOCTI YK PO3MOPSIHKEHHI SIKUX € 00’ €EKT KPH-
TUYHOI IHQPACTPYKTYPHU AepKaBH Ta/abo 10 cepH ynpaBIiHHS SKHX
HaJie)xaTh (epeOyBaroTh B yIPaBIliHHI) MiAIPUEMCTBA, YCTAHOBH Ta
oprasizaiiii, o € BIacCHUKaMHu (PO3MOPSTHUKAMH) TAKOTO 00’ €KTa);

— Kibepamaka — HECAaHKITIOHOBAHI JIii, IO 31CHIOIOTHCS 3 BH-
KOPUCTaHHAM 1H(POpMAIiHHO-KOMYHIKAIIIHHAX TEXHOJOTIH Ta CIIps-
MOBaHI Ha MOPYIIECHHSA KOHDIACHIIIHHOCTI, [IIICHOCTI 1 JOCTYIMHOCTI
iHpopMalii, sika 00poOIAEThCA B iH(pOpManiiHO-TeIeKOMYHIKai HHiN
CUCTEMI, 00 TOPYIICHHS CTAIOr0 (PyHKIIOHYBaHHS TaKOi CHCTEMH);

— KpumuuHa iHhpacmpykmypa — CYKyIHICTb 00’ €KTiB iH(ppa-
CTPYKTYPH ACPKaBH, SIKi € HAO1IbII BaXKJIMBUMH AJIS1 EKOHOMIKH Ta
IIPOMUCIIOBOCTI, (PYHKIIIOHYBaHHS CYCIIIbCTBa Ta OE3MEKH Hace-
JICHHS 1 BUBEICHHS 3 Jay a00 pyHHYBaHHS SKUX MOYE MaTH BILUTHB
Ha HalliOHAILHY 0e3MeKy i 000POHY, TPUPOIHE CEPEIOBHIIE, IPHU3BE-
CTH JI0 3HaYHHX (PiHAHCOBUX 30MTKIB Ta JIOJCEKHUX KEPTB);

— 00’ckmu Kpumuunoi ingypacmpykmypu —TiANIPHEMCTBA Ta
YCTaHOBH (HE3aJIC)KHO BiJl (OPMH BJIACHOCTI) TAKUX Tajly3ei sIK eHep-
reTHKa, XiMiYHa IPOMHMCIIOBICTh, TPAHCIIOPT, OaHKHU Ta (iHAHCH, 1H-
¢dopmaniiiHi TeXHOOrIl Ta TeJIeKOMYHIKalil (€JIeKTPOHHI KOMYyHiKa-
1ii), IPOIOBOJIIECTBO, OXOPOHA 3/10POB’sI, KOMyHAJIbHE TOCIIOAAPCTBO,
110 € CTPATEriYHO BAXKJIUBUMH 1J1s1 DYHKIIIOHYBAaHHS CKOHOMIKH 1 0€3-
MEKH JIep>KaBH, CYCIILCTBA Ta HaceneHHs) [35, c. 216].

Taxox, cyasuu 3i 3micty nmonoxenb 0. 4, 5 Topsaxy [54], mig
Kpumuunoo ingpopmauiiinoro ingppacmpyxmypoio oepacasu (KI11)
CJIij] po3yMiTH BKitoueHi 10 iepeniky ITC 00’ ekTiB Kputn4HOi iH(pa-
CTPYKTYPH, II0 3aXHUILAIOTHCA BiA KidepaTak y nepiry yepry (mpiopu-
TETHO) BJIACHUKOM (PO3MOPSTHUKOM) TaKHX CHCTEM BIATIOBIIHO JI0
3aKOHOJIaBCcTBA Yy cepi 3axucTy iHpopmallii Ta KibepOesneku.

VY nomatky mworo opsaky [54] npuBeneni nmpono3uiii 10 Gopmy-
BanHs nepeniky ITC o00’exTiB KpUTHYHOI 1HPACTPYKTYpH AEpKaBU
(tabm. 1.1), sxi micns moromkenHs 3 CBY HamaroThes 3aiHTEPECOBAHUMU
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