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B AHoTauis

MoHorpagis npuceaYeHa AoCNiAXXeHHIO NMPIOPUTETHUX anropuTMiB BOEHHOTO
3axucTy iHbopMaL,ii, iKa € Ay>kKe NOTPiIGHOK y cy4acHin YKpaiHi. Y nepwomy
pO34ini BUBYAOTLCA 3arasibHi Nigxoam Wono0 AKOCTi TaKMX anropuTMiB Ta ix
KnacuoikalinHo-KaTeropianbHi XxapakTepuUCTUKN.

Opyruin po3ain NnpucBAYEHUn CTPYKTYPHIN opraHisauii LMx anropuTtMmis, 3oKkpemMa
IXHbOMY 3aCTOCYBaHHIO Yy 3aXUCTi KPUTUYHOI iIHPPaACTPYKTYypu Ta B MOBINbHMX
NPUCTPOSAX.

Y TpeTbOoMy po34ini po3rnsagacTbCA BUKOPUCTAHHA NPIOPUTETHUX anropuTMIiB y
BOEHHUX NpaKTuKax, 3okpema B O60pOHi NOBITPAHOro NpocTopy YKpaiHu Ta B
3acTocyBaHHi MaTeMaTUYHOrO MOAENOBAHHS.
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BCTYN

3a cydyacHHX yMOB IMOBHOMAcIITaOHOI (ha3u BiiiHM B YKpaiHi 3 po-
CIHICBKOIO arpeci€ro aBTOPOM BUHHUKIIA HarajbHa IIOTpeda o0 HalH-
caHHs o3HaueHoi MoHorpadii. Jlana MoHorpadis nprcBsYeHa po3IJis-
Ny TIPIOPUTETHUX AITOPUTMIB IIOJ0 BOEHHOTO 3aXHCTY iH(pOpMaIii.
AJDKe TakWii BOEHHUH 3aXUCT Biflirpac akTyaJabHY PoJib y pi3HOMa-
HITHUX KOHTEKCTax 3a0e3TeUeHHsI I[IJIICHOCTI, KOH(IACHIIIHHOCTI Ta
JIOCTYITHOCTI JIaHUX.

Mertoro moHorpadgii € cucTeMHU aHAJI3 CYTHOCTI, CTPYKTYpHU
Ta MeXaHi3My BOEHHOI'0 3aXHcTy iH(popmauii, 0 JoriyHo 00ymoB-
JIIO€ JIePsKaBHO-CTPaTeriYHUI MPiopuTeT KOMIT'I0TEPHOI iH:KeHepil.

Tak, y mepmoMy po3ain ImpoaHalli30BaHO 3aralibHi ITiIXOIU 10
BU3HAUCHHS SIKOCTI NPIOPUTETHHUX aJITOPUTMIB y CHUCTEMi 3aXHUCTy
iH(opMariii, a TaKoX 3AiMCHEHO Kiacu(iKaliifHo-KaTeropiaapHuil xa-
pakTep ajiropuTMIB, IO CHpPHAE iX e(PEKTHBHO-/IIF0YOMY PO3YMIHHIO
Ta ONTHMI3alii BUOOPY B KOHKPETHHX CHTyalisix. B apyromy posmimi
aKIICHTOBAHO Ha CTPYKTYpHY OpTaHi3aIlifo MPIOPUTETHUX aJTOPHT-
MiB, 30KpeMa Ha KPUTUYHY 1HQPACTPYKTYpY Ta MOOLIbHI IPUCTPO.

Y TperboMy poO3Iiii PO3IISIHYTO 3aCTOCYBAaHHSI TMPIOPHUTETHHX
AJTOPUTMIB Y BOEHHHUX INMPAKTHKAX, 30KpeMa B 000POHI TTOBITPSHOTO
MIPOCTOPY Ta y BUKOPUCTAHHI MaTeMaTHYHOTO MOJICTIIOBAHHS ISl PO3-
poOKH epeKTUBHHX CTpaTeriil 3aXHCTYy.

Takum unHOM MOHOTpadis € BaXIIMBUM KPOKOM y PO3YMiHHI Ta
BIOCKOHAJICHHI aJITOPUTMIB 3aXHCTy iH(pOpMalii, 0 MalTbh BHpi-
[IanbHe 3HAYeHHs y 3a0e3reueHHi Oe3MeKH SK Y IMBUIbHIM, TaK 1 Bili-
CBKOBIi chepax.

MoHorpadist cKIafaeTbesi 3 TPHOX PO3MLIIB, MEPIINA Ta APyTUit
MIOJUTSIETHCS HAa TPH MiAPO3MIIIH, a TPETiH Ha IT SATh.



PO3Ain 1.
CYTHICTb NPIOPUTETHUX ANNICOPUTMIB
3AXUCTY IHOOPMALII

1.1 Y3aranbHeHi nigxoau wWoao sikocTi BU3HAYEHHSA
NpiopUTETHUX anropuTMiB y cucTemi 3axmcTty iHdopmauii

VY 1boMy 3MICTiI BU3HAUEMO TaKUH BayKJIMBUH alIropuTM™ y 3aderie-
YCHHI HAWJIIHHOCTI Ta €()EKTUBHOCTI, IO JI0 03HAYCHOI TEMATHKH 5K
crerarorpadis.

Amxe Creranorpadis — e BUCHHsI PO NMPUXOBAHE MepeaaBaHHs
iHdopmarii TuIsIXoM BOYIOBYBaHHS CEKPETHUX MAHWUX B iHI HE3BH-
YaiiHi 00’ exTn abo Meniadaiinm, Taki sIK: TEKCTOBI JJOKyMEHTH, 300pa-
JKeHHS, aymiodaiinn un Bigeodaitnm. Lle BiApi3HAETHCS Bi KPHIITO-
rpadii, sika 3aiiMaeTbcs 3aXUCTOM iHGOpMAaLii yepe3 muppyBaHHS.
[Ipu IboMy OCHOBHOIO METOIO CTeTaHorpadii € TaeMHe IepeTaBaHHs
iHpopMaii 6e3 migo3piocTi UM BUSBICHHS ii HASIBHOCTI.

OCHOBHI TPUYMHU BUKOPUCTAHHS cTeraHorpadii BKIOUAIOTh:

1. 3abe3neueHHs koH]imeHIiHHOCTI: Lle m03BOMsE MPUXOBYBAaTH
HasBHICTh TIOBIJIOMJICHb 200 JaHMX B IHIIUX 00’ €KTaxX, 3MCHIIYIOUH
PH3UK IXHBOTO BUSIBJICHHS Ta JOCTYIy HE3aKOHHUX KOPHUCTYBAdiB.

2. TlepenaBannsi koH}ineHMHiHO iH(opManii: 3acTOCOBYETHCS
y BHIIaJIKaX, KOJIM BaXKJIMBa iH(opMaIlis MoBUHHA OyTH niepefana 6e3-
neyHo 0e3 MpUBepTaHHs HaAMIpHOI yBarH.

3. 3amobiranns aHamilzy maHux: lle MoXke 3aBakaTu criocTepe-
KEHHIO a00 aHasi3y JaHuX, TAKMM YHHOM, YCKIJIQAHIOIOUH BUSBICHHS
CEKPETHUX TTOBiIOMJICHB.

lono BruMBY Ha HaAilHICTH Ta e(eKTUBHICTBH, cTeraHorpadis
MOYE MaTH HACTYIIHI ACIIeKTH:

— Hapifinicts: CipoexroBani creranorpagiiii METOIM MaroTh 3a
MeTy 3a0e3neYnTH HaJiiHICTh npuxoBaHoi iHpopMmarii. Lle o3nauae,
10 Taka iHQOpMaIllis MOBUHHA 3aJIMIIATHCS MPUXOBAHOIO HABIThH MPH
aHaJIi3i arakamMH Ha JaHi.
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— EdexrusHicts: Creranorpadis crae epeKTHBHO MIF0Y0I0, KOITH
MPUXOBaHi JJaHi MOXKHa BOyZyBaTH B 00 €KT Aii 0e3 MOMITHHX 3MiH
B opuriHami. AJpKe, YMM TOCIa0IeHO TIOMITHUHM €(EeKT Ma€e Mporec
BOYIOBYBaHHS, TUM e(heKTHUBHIIIE HOTO (PyHKIIFOBAaHHS.

3a mormomoroto creraHorpadii MokHa 3a0€3MEUNTH TAEMHE KOMYHi-
KyBaHHS Ta 3aXUCT KoHbineHuiitHocti. [IpoTe, BasKJIMBO mam’siTaTy, 1o
Lei MeTOJT He € aOCOMIOTHOO TapaHTier0 OE3MEeKH, TOMY HOT0 e(heKTHB-
HICTh MOXKE 3aJICKATH BiJl 0OpaHOTO AITOPUTMY Ta aHAII3Y, SIKHA MOXKE
OyTH 3acTOCOBaHWH /10 puxoBaHUX naHux. [77, C. 134-138.]

CyyacHi TeHIeHILIi PO3BUTKY alTOPUTMIB cTeranorpadii mepen-
0a4aroTh:

1. TMocunennss oOuMCIIOBANBHOI CKIagHOCTi: PO3BHUTOK anro-
puUTMIB cTeraHorpadii MiCTUTh y c001 3pOCTaHHS OOYNCITIOBABEHOT
CKJIQJIHOCTI JUIS YCKIJTaTHEHHSI BUSBIICHHSI MPUXOBaHO1 iH(opMartii.

2. BUKOpUCTaHHS MAIMHHOTO HaBYaHHs: MallMHHE HaBYaHHS
CTaJI0 KOPUCHHUM IHCTPYMEHTOM JUIsl TIOKPAIICHHS SIKOCTI Ta Hasii-
HOCTI cTeraHorpadidHUX METOMIB, 30KpeMa IS TeHeparlii OiubI
CTIMKUX MPUXOBAHUX TIOBIIOMJIEHb Ta YHIKAJIbHUX KITIOUiB.

3. BuxopucraHHs aIalTHBHUX METOAIB: AJITOPUTMHU CTETaHOTpa-
¢ii cTaroTh OLTBII aIaNTUBHUMH JI0 Pi3HUX YMOB 1 THIIIB 300pasKeHb
abo meniagaiimis.

4. 3acrocyBanHs y cepax Oesnexn: CreraHorpadis IIMPOKO BUKO-
PHCTOBYETBCS IS 3aXHUCTY KOH(ineHIiHHol iHpopMalii, Takol sK: yps-
JIOBI IOKyMEHTH a00 OCOOMCTI J1aHi, BiJl HECAHKI[IOHOBAHOI'O JIOCTYITY.

5. Ominka crifikocti 10 arak: JlocmimkeHHs Ta po3podka MeTo-
IIB JIJIs1 OITIHIOBAHHS CTIHKOCTI CTeraHOTpaigHUX CHCTEM JI0 Pi3HUX
BUJIIB aTakK i aHaJi3y CTAIOTh aKTyaJIbHUMH 3aBIAHHSIMH, IO MOJISATAE
B HACTYITHOMY.

ABTOpPOM 3a3Ha4€HO, IO PO3BUTOK TEXHOJIOTIH 1 METOJIIB CTETaHO-
rpadii Mo)ke 3MIHIOBATHCS 3 9acOM, 1 IS aKTyaapHOI iH(opmarrii Bap-
TO TIOCTIHO 3HAXOAWTH HOBI JpKEpesa Ta JOCHIKSHHS B IIiH ramy3i.
Came TOMY 3aIpONOHOBAHO PO3MISTHYTH CY4acHi aJrOpuTMH CTETaHo-
rpadii Ha IpUKIaIax.

1. LSB (Least Significant Bit) creranorpadis: Lleit meronm BU-
KOpUCTOBY€e HaiiMeHI 3Hadymii Oita (LSB) mokputts (300pakeHHS
a0 3BYyK) ISl IPUXOBYBaHHA OiTiB iHIIOrO Qaiiiny. MiHiManbHi 3Mi-
HU B OPUTIHAJBHOMY MOKPHUTTI JIONIOMAraloTh MiATPUMYBaTH TpH-
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XOBaHICTh. AJITOPUTMH, SKi BUKOPHUCTOBYIOTh LSB creranorpadiro,
MOXYTh 3alIM()POBYBATH MPHUXOBaHI JAaHi JUIs MiJBUILEHHS OE3eKH.
[108, C. 56-63.]

2. OpexkseHuiiiHa creranorpadis: Lleit MmeTon BUKOPHCTOBYE 3Mi-
HU B YaCTOTHOMY CIIEKTpi ayio- ab0o 300pa)XeHb /ISl IPUXOBYBAHHS
JaHUX, 10 3JaTHUH BUKOPUCTOBYBATH METOAM, a came: 3MiHa aMIl-
nmiTyau abo dactotHoi (pasu curnany. @pexBeHniliHa creraHorpadis
MOyKe OyTH OUTBII CTIHKOIO IO PO3IIMPEHHS Ta KOMIIPECii, TOPIBHIHO
3 LSB meronamu.

3. Buxopucranus TekctoBoro (opmary: CydacHi alrOpUTMH CTe-
ra"orpadii MOXyTb BUKOPHUCTOBYBATH TEKCTOBI JIOKYMEHTH, TaKi K
HTML-cropiaku ab6o PDF-gaiinu, ams npuxoByBaHHS iH(pOpMAIIi.
BoHM MOXXyTh BUKOPHCTOBYBATH Pi3HI METOAM, TaKi SK 3MiHA PO3Mi-
piB mwpudTy, po3TanryBaHHs TEKCTy a00 BCTaBKa HEBUAUMHUX CHMBO-
JIB JUIs KOZYBaHHS TaHHX.

4. BUKoOpUCTaHHS Pi3HOMaHITHUX HOCIiB: CyyacHi anropuTMu
creranorpadii MOXKyTh TIPAIIOBATH 3 PI3HUMH THUIIAMU HOCIIB, BKITIO-
Yarouu 300pakeHHsl, ay/io, BiJieo, TEKCT i HaBiTh MepekeBuil Tpadik,
SIK1 CITPOMO’KHI BHKOPHCTOBYBAaTH HEOOXiTHI MpHXoBaHi KoMOiHaIii
LIUX HOCITB Jy1s1 0a3 JaHuX.

5. Bukopucranns kpunrtorpadii: Jleski cydacHi anroputMu cre-
ra"orpagii KoMOiHyIOTh cTeraHorpadiro 3 MeTomaMu muUppPyBaHHS,
110 pOOHUTH Ba)KUUM BUSIBICHHS iH(popMaii Ta 3a0e3neuye JoAaTKo-
BUH piBEHb OE3MEKH.

6. MeTtony MHOXXWHHOTO TpUXOBYBaHHs: Lli anroputmu BHKO-
PHUCTOBYIOTH 0araTo pi3sHHX METOJIIB MPUXOBYBAHHS IS IOKPAIIEHHS
CTIMKOCTI Ta HaAIWHOCTI creranorpadii. Hanpuknan, oquH anroputm
MoXxe BuUKopucToByBatu LSB creranorpadiro, ¢ppekBeHmiiiny crera-
Horpadiro Ta TeKcToBUH GopMmar ogHovyacHo. [46, C. 153-154]

i cyuacHi amroputmu cteranorpadii po3BHBaIOTHCS, MO0 3a-
JIMILIATUCS] KPOKOM IIepe]] MeTonaMu BusiBieHHs creranorpadii. Ilpu
LBOMY BaXKIIUBO MaMm sITaTH, [0 BUKOPHCTAHHS cTeraHorpadii s
HE3aKOHHMX IIiJIel, TAKUX SIK: IIITUTYHCTBO a00 KpUMiHAbHA JisTb-
HICTh, MOXE OyTH HE3aKOHHHM 1 TOPYIIyBaTH NMPHUBATHICTH Ta 0e€3-
neKy. Buxonsum i3 0CTaHHBOTO BaKJIMBO 3a3HAYMTH, IO PO3BHUTOK
anropuTMy creranorpadii TArHe 3a co0OI0 HE TiNBbKH MO3UTHBHI MO-
MEHTH y BUIIISAL 3aXUCTy iHPOpMaIii Ta 30epekeHHs KOH(1AeHIIHHOT
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iH(opMariii, ae i moTipIIeHHs CUTYyaIlii i3 kKibeparakaMu Ha JIep:KaBHi
YCTAHOBH Ta iHII yCTaHOBH.

HemonaBHo MU crnocrepiraiy 3a BHKOPHCTAaHHSIM CTEraHorpa-
¢ii y TakMxX MIKIIMBHX OporpaMax i 3aco0ax KiOepIIMHUIYHCTBA:
Microcin (Takox Bimomuii sik six little monkeys); NetTraveler; Zberp;
Enfal (iforo HOBuMii 3aBaHTakyBau HasuBaeTbes Zero.T); Shamoon;
KinS; ZeusVM; Triton (Fibbit). [135 ¢. 233-236.]

YoMy aBTOpH IIKIJUIMBOTO MPOTPAMHOTO 3a0€3MeUeHHs BCE aK-
TUBHIILIE BUKOPUCTOBYIOTH cTeraHorpadito y cBoix po3poOkax? Mu
0a4rMOo TpU OCHOBHI PUYHHU:

1. Ile mo3Bomsie iM MpUXOBaTH caM (aKT 3aBaHTAKEHHS a0 BU-
BaHTa)KCHHS JIAHKX, a HE JIUIIE cami JaHi.

2. Jlomomarae OOIMTH CHCTEMH TJIMOOKOTO IMAKETHOI'O 1HCICKIIIH
(DPI), 10 € akTyaabHUM Y KOPIIOPaTUBHUX MEpEkKax.

3. BukopucranHs creraHorpadii Moxke OTOMOTTH 001MTH Tiepe-
Bipky B AntiAPT-pomyKkTax, OCKUIBKH OCTaHHI HE MOXKYTh 00p00Is-
TH Bci rpadiuni dainu (ix 3aHagTo 0araro B KOPIOPATHBHUX Mepe-
Kax, a aITOPUTMHU aHATI3y € JOPOTUMH).

SIKi BUCHOBKHM MOXKHA 3pOOUTH 3 I[LOTO JOCIIKSHHS?

AJpKe cydacHi TexXHOJOril creraHorpadii po3BHUBAIOThCS, 1 Ta-
KAM YHHOM CTAalOTh BCE OLIBII CKJIAIHUMH 1 HamiiauMu. O3HaueH]
TEXHOJIOTii BUKOPUCTOBYIOTH Pi3HI MeTonH, BKitodatoun LSB crera-
Horpadito, GppekBeHIiliHy creraHorpadito Ta 3iHCHECHHS TEKCTOBUX
(opmariB. 3acrocyBaHHs creraHorpadii Mae cBOI mepeBaru, Taki siK
3abe3neueHHs KOHQIACHITIHHOCTI Ta 3aXKUCT BiJ aHATI3Y TaHUX.

[Ipore, BaXIMBO 3ayBa)KHTH, 110 BHKOPHCTaHHs creraHorpadii
JUISL 3JI0BXKMBaHHS 200 3JIOYMHHUX e MOke OyTH HE3aKOHHHM
1 MOpyIIyBaTH PUBATHICTh Ta OE3MEKY.

TakyuM 4YMHOM, PO3BUTOK aJNrOPUTMIB cTeraHorpadii BUMarae
MTOCTIHHO TWHAMIYHOTO OHOBJICHHS Ta aJalTaIliiB CHCTEMi MPHBCH-
TUBHHUX 3aXO0JliB Ki0ep 0e3IeKH, OCKUIbKA METOIU BHUSBJICHHS CTEra-
Horpadii TaKoX MOCTIHHO PO3BUBAIOTHCS. TOMY BaXKJIMBO TPUMATHCS
B KypCi OCTaHHIX T€H/ICHIIIH y il cepi As 3aXUCTy e(eKTUBHOTO Ta
0e3meyHOro BUKOPHUCTaHHs cTeraHorpadii B pi3HUX Tamy3sx.



1.2 KnacudpikauinnHo-kaTeropianbHuin xapakrep npMopiTeTHUX
anropuTtmiB y 3axucTi iHpopmauiii

Mynvmupisnesa mooenv 0anux w000 Kibepoe3nexu KpumuyHux
ingpacmpyxmyp

VY cydacHOMy 1u(pOBOMY CBiTi, JIe Kibep3arpo3u CTalTh BCe
OULTBII CKITAMHUMH Ta HEOC3NMEYHHMHM, 3a0e3ledcHHs KibepOe3nekn
KpUTHYHOI 1H(pacCTPpyKTypH TOCTae HAJ3BHYAWHO BaXKJIUBOIO 3a-
nmadero. lle BuMarae kiacudikaliiiHo-KaTeropiaJikHOro XapakTepy
BIOCKOHAJICHHS MiIXOAIB 10 3aXUCTY Bif Kibep3arpo3 Ta 3AiliCHeHHS
e(heKTUBHO-/IiIOUNX iHHOBaIliHHUX cTpareriii. OmHuM i3 Kiacudika-
MIHHUX JIGUTMOTHBIB IIi€l MpoOIeMHu € po3poOka Ta BIPOBAIKCHHS
MYJBTHPIBHEBOI MOEITI JaHUX.

[Tpu upomMy, mUTaHHS KIACU(IKAMIHHOTO PETYIIOBAHHHS MYJIBTH-
PiBHEBOT MOJIEJi JaHUX, caMe W00 cucmemu Kibepzaxucmy 00’ €x-
TiB KpUTUYHOI iHQPACTPYKTYpH, 1 AIarHOCTHKA CTaHy KibepOe3neku
€ OIHUM 13 BaXJIUBUX Ta aKTyaJbHUM B YMOBaX IOBOEHHOI YKpaiHH.
VY cydacHux kibepBifiHax XXIro CTONITTS, IO € HAATO aKTyaJIbHUM
JUTS YChOTO CBITY, Y SIKHX BECh CBIT ITEPEHUIIIOB (3MICTUBCA) CaMe y Taki
BiliHM, HaJIa€ HAM MTUTOMOT Barv. YKpaiHChKi opraHizalii MaloTh OyTH
MaKCUMAaJIbHO 3aXHIIeH] BiJ KidepaTak. SIk 3a3Ha4ar0Th B JePIKABHIM
ciry01 creniajabHOro 3B’s3Ky Ta 3axucty iH(opmauii Ykpainn «ki-
OepbOesnexka KpUTHYHOI 1H(PPACTPYKTypH — e OAMH i3 MPIOPHUTETIB
HamioHaIbHOI Oe3mexu Yrpainu» (136).

Takox BapTO 3a3HAYMTH, IO Y CyYaCHOMY CBITi, B SIKOMY HOp-
MaTHBHO-TIPAaBOBE CEPEAOBHILE MOCTIHHO 3MIHIOETBCS Ta CTa€ BCE
CKJIQJIHIIIMM, ieHTU(IKaIliT BUMOI CTa€ HAJ3BHYANHO BaXKIHBOIO
Uit Oi3HECY, YPS/IOBUX OpraHiB Ta JUIA BCi€l KpUTUYHOI iH(QpacTpyK-
Typu 3arayioM. ToMy, y BOEHHIH KiOepCydacHOCTI, 3aXUCT KPUMu4Hoi
iH(hpacmpyKkmypu € OHUM 13 TIEPIIOUEPTOBHX 3aBJaHb JICPIKaBH, 3Ba-
KAro4YM Ha Te, 0 B YKpaiHi BIPOBaIKYIOTHCSI HOBITHI iH(pOpMaIiii-
HO-KOMYHiKalliiiHi TEXHOJIOT1I B yciX cpepax >KUTTEBOTO CBITY.

3a yMOB KiOepCy4acHOCTI ICHY€ psii HOPMaTHBHHUX JOKYMEHTIB,
SIKi BH3HAYAIOTh KJIACH(IKaIliHHO-KOTETOpiaibHI JISHTMOTHBH Kibep-
3axHCTy 00’€KTiB KPUTUYHOI 1HOPACTPYKTYpH, MO € 0OOB’SI3KOBU-
MU JI0 BUKOHAHHSI IiJIPUEMCTBAMH, YCTAHOBAMH Ta OpraHi3allisiMHu,
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SIKi BIITIOBIZTHO /IO 3aKOHOAABCTBA BiHECEHI 70 00’ €KTiB KPUTHYHOL
iHppactpykrypu. Lle: ITocranoBa Kabinery MinicTpiB Ykpainu Bix
19.06.2019 Ne 519 «IIpo 3aTBepmxeHHs 3araibHUX BUMOT JI0 KiOep-
3aXUCTy 00’ €KTiB KpUTHYHOI iHPpacTpykTypn»; IlocranoBa KaGine-
Ty MinictpiB Ykpainu Bix 11.11.2020 Ne 1176 «IIpo 3arBepmxeHHS
[opsinky mpoBeneHHs OISy CTaHy Kibep3axucTy KpUTH4HOI iH(pop-
MaliifHoi iH(QPaCTPYKTypH, AepKaBHHX iH(QOpMaLiHHUX pecypciB
Ta iH(opMarlii, BUMOra mio/10 3axXUCTy SKOi BCTAHOBIICHA 3aKOHOMY,
ITocranoBa Kabinmery MinicTpiB Vipainu Bim 23.12.2020 Ne 1295
«/leski nmuTanHs 3a0e3mnedeHHs (DYHKITIOHYBaHHS CUCTEMH BHSBIICH-
HSl Bpa3JIMBOCTEW 1 pearyBaHHs Ha KiOEpiHIUAEHTH Ta Kibeparakmy,
[MocranoBa KabGinery MinicTpiB Ykpaiam Big 29.12.2021 Ne 1426
«IIpo 3arBepmxenns [lomokeHHS TIPO OpraHi3aIliiHO-TEXHITHY MO-
Jenb Kibep3axucTy»; MeTomuvHi peKoMeHIAIlil MIO0M0 ITiIBUIICHHS
piBHS KiOep3axucTy KpuTuuHOi iH(opMmamiiiHoi iHppacTpyKTypH, 3a-
TBEpKeHI Haka3oM AamiHicTpaii depikcnenss’si3ky Bix 06.10.2021
Ne 601 (i3 3MiHaM#, BHECCHHMH 3TiIHO 3 Haka3zaMu AaMiHicTpamil
Hepxcmern3s’si3ky Big 10.07.2022 Ne 343); Hakaz Anminictparii Jlep-
xeren3B’si3ky Big 01 rpyans 2023 poky Nel011 «IIpo 3arBepmkeHHs
Pexomenganiii 3 po3poOJeHHs MJIaHy 3aXHCTy 00 €KTa KPUTHYHOL
iH(PaACTPYKTYpH 3a MPOEKTHOIO 3arPO30I0 HAIIOHAIBHOTO PIBHS «Ki-
OepaTaka/KiOepiHIIUACHT» Ta 1HIII.

[Mutanns kiGepOesnekn KPUTUYHOI i1HPPACTPYKTYpH B CBO-
iX mpansgx gociipkysanu Taki BueHi: ['Hatroxk C.O. [13], IBanrota
C.IL. [128], Konapatos C.I. [38], JIyk’stHayk P.B. [56], JleonoB b. .
[5], Pmxor I.M. [104], Ceprorin B.C. [54], Cyxomons O.M. [20],
Lsna C.M. [122], Ta in. Hanpsamu po3BUTKY KibepOe3neKku po3riisi-
nanu B cBoix nparsix Jleoenesum B., OropoguikoBum /1., OneiiHi-
koM M., IIpozoposum /[I., CeunieBum A. [TutanHs MyIbTHPIBHEBOT
Mozedi B kidbepoesnerni Xapuenko B.I1., Kopuernko O.I., I'natiok C.O.
[119,120] Ta iHmmi.

3HOBY-TaKM NHUTaHHIM Oe3leku iHpopMalii moyaau MPHIUIATH
yBary HanpukiHii 80-X pokiB. Y HaI yac 3’ sIBUIICS MEPIi MOIEi 3a-
XUCTY 1H(pOpMAITii I BUIIAX OPTaHiB BIATH 1 MOTYKHUX KOMEPITiii-
HUX CTPYKTyp. OCKIIbKM OCHOBHA IIKOAa iH(hopMarlii, K MpaBuiIo,
3aBIA€THCS 3TTOUMHHUMHU JisIMU (BipycamH, 3I0MaMH CEKPETHHUX KIIIO-
4iB, BUKPAJICHHSM JaHUX TOIIO), /UIsE 00POTHOU 3 HUMHU CTBOPIOIOTHCS
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pi3HI MexaHi3MHU Oe3MeKH, MO BKIOYAlOTh OpraHi3alliifHi, TeXHIYHI
1 mporpaMHi 3axoau i 3aco0u 3axucty iHpopmanii [38, C.16]. IIpore,
CUCTEMHOTO aHaJIi3y II0JI0 MYJIBTUPIBHEBOT MOJICNI JAHHUX Y 1JICHTH-
(hixamii kibep 6e3nexu He Oya0 JOCITiHKEHHO.

AKe B yMOBaxX CTPIMKOTO PO3BUTKY iH(OpMAIifHUX TEXHOJOTIH
Ta JipKuTanizauii, Bce Oinblie iHpopmamii nudpoBizyeTbes 1 TOMy Ki-
OepOesricka cTae HaJ[3BUYANHO BAXKIIMBOKO JUIS 3a0e3NeYeHHs Oe3MeKn
ta koH}igeHmiitHOCTI iHpOopMarii. ToMmy, MyIETHPIBHEBI MOJETI JaHUX
BHCTYTIAIOTH SIK BKJIMBUI KaTeropialbHUN IHCTPYMEHT y 00poThOi 3 Ki-
Oep3arpo3zamu, HaJIAFOYH KOMIUTEKCHHUH TTiJX1J1 IO 3aXUCTY 1H(OpMAIIii .

Kpim TOro MynsTHpiBHEBa MOJIENb JaHUX B KilacH(UKaliiHO-KO-
TEropiaJikHOMY pO3YMiHHI 3a0e3reuye CTPYKTYPOBaHMH MiaXiJ [0
300py, opraHizamii Ta aHamizy iH(popmarii Mpo HOPMATHBHO-TIPABO-
Be cepenoBuie. L[g Momens mo3Boise pO3MIsAAaTH AaHi Ha KUTBKOX
piBHSX abcTpakiii, MOYMHAIOUN BiJl KOHKPETHUX BUMOT 1 3aKIHUYIOUH
BUCOKOPIBHEBUMH IOJITUKAMH Ta CTPATETiSIMH.

Amxe baraTopiBHEBa (MYJIBTHPIBHEBA) MOMICTH O€3MeKn MOOymoBa-
Ha Ha MOJIEJSIX IEePEBIPKU MMOBHOBAKEHP 1 iICTUHHOCTI, HA/IA€ CAHKITi-
OHOBaHMH JIOCTYI KOPHCTyBauaM 10 3akputoi iHdopmarii B/l 3a 3a3-
JlaJieTiib BU3HAYCHUMH TIOBHOBaKEHHAMHU. [IpoTe, I 3aXHUCTy 1[OTO
HEIOCTaTHBO, OCKITBKH TaKi MOJAETl He MAafoTh KIJIACIiB CEKPETHOCTI,
a B bJ1, sk mpaBmIto, 30epiraeThest iHPOPMAIIIS BiJ BIIKPUTOT IO ILTKOM
TaeMHO1. J[yist Takux 1inei npusHadeHa 6araropiBHEBa MOJIENb O€3MEeKH
Benna-JlalTagyna (Bell-LaPadula), siky 1e Ha3uBaroTh «MOJICIUIIO BU-
I0TO0 PiBHA ceKpeTHOCTI» [99, 98] , KOTpa Ha/lae KOPUCTyBadaM JTOCTYTI
IO CeKpeTHUX MaHWX b/l 3a pi3HUMH KJTacaMU CEKPETHOCTI 1 € KIacHd-
HOKO MOJIEIUTIO TIOBHOBYKHOTO (MaHJIaTHOTO) PO3MEKYBaHHS JOCTYITY
1o nanux. B mopeni benna-Jlallagyna BUKOPHCTOBYROTHCSI TaKi MOHSIT-
Ts1, SIK PIBEHb CEKPETHOCTI, 3a1aHU# 1 TOTOYHI PiBHI JIOIMYCKY KOPUCTY-
Bava, piBeHb iepapxii 00’ €kTiB, iHmIi [86].

Takum unHOM, TIepeBaru BUKOPUCTAHHS MYJIBTUPIBHEBOI MOJEINI
JaHUX BKJIIOYAIOTh YMOKIJIMBICHHS OUTbLI TOYHOTO BU3HAYECHHS BU-
MOT, MiJIBUIIICHHS €()EKTUBHOCTI aHaJi3y PHU3HUKIB Ta 3a0e3MCYCHHS
BIJIMTOBITHOCTI 3 PETYASATOPHUMH BUMOTaMH.

BuxopurctanHs MyIpTHPIBHEBOI MOJIEN] JAHUX TAKOX JIOIIOMAarae
YHUKHYTHU TyOnmoBaHHs iH(opMmamii Ta MOKpallye ynpaBliHHs 3HaH-
HSIMHU B OpTaHi3allii, 1110 € IPeporaruBoI0 CIELCITyXO0.
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B knacudgpikauiiino-xkomezopianonomy xapaxmepi npiopumem-
HuUx anzopummis y 3axucmi inpopmauii eéapmo eioznauumu loen-
mugixauiro (nar. Identifico). — «lle ymi3HaHHsS Yoro-HeOyab abo
KOro-HeOynb. Y 1bOMY 3Ha4€HHI TEPMiH BUKOPHUCTOBYETHCS B IICHUXO-
JI0Tii 3arajbHil, IHKEHEpHIH 1 OpUINUHIH, 1€ PO3yMIETHCS SIK TPOLIEC
3iCTaBJICHHSI, 3BIpEHHSI OJHOIO 00’€KTa 3 IHIIMM Ha MiJACTaBl Oyib-
SIKO1 O3HAaKW ab0 BIACTHUBOCTI, B PE3yJbTAaTi YOTO BCTAHOBIIOETHCS
ixHs1 ToAiOHICTh a00 BiAMiHHICTB. [HeHTH(IKALIS — 1€ i BCTAHOB-
JIEHHS 1I€HTUYHOCTI.»

Y yvomy smicmi Ioenmucpivayis 30xpeMa (indopmariiiina 0e3-
TeKa) — Iie TpoIeaypa pPo3Ii3HaBaHHSI KOPUCTYBada B CHCTEMI, SK
MIPaBUIIO, 32 JAOMOMOTOI0 MPEBEHTHUBHO BH3HAYCHOTO iMeHi (11eHTH-
¢ikaropa) ado iHIIOI anpiopHoi iH(popMAaLii TPO HBOTO, KA CIpHiMa-
€TBCSI CHCTEMOIO.

IneHTHdikamiss BUKOPHUCTOBYETHCSA IJIs OTpPUMaHHS iH(OpMa-
1ii po cy0’€KT CUCTEeMH Ha OCHOBI HAJIAHOTO HHUM ineHTH(dikaTopa.
€ MoYaTKOBOIO MPOLETYPOI0 HATaHHS JOCTYIy A0 cuctemu. [licns nei
3IIACHIOEThCS aBTeHTU(DiKaIlisI Ta aBTOpu3aitis. [137]

Tomy, camMe HOPMATHBHO-TIPABOBE PETYITIOBAHHS KiIacHQiKarlii-
HO-KOTETOPIaIbHOTO XapaKTepy MYJIBTUPIBHEBOI MOJEI JaHUX BapTO
PO3YMITH SIK IIpeAMET IOpUCHKLIT, 3aKkpituieHHni Koncruryuito Ykpa-
THH, 111010 OCHOB HAI[IOHAJILHOT OC3IIeKH, 3aca]l BHYTPIIIHLOI 1 30BHIIII-
HBOI MTOJIITHKH, EJIEKTPOHHUX KOMYHIKAIii, 3aXHCTy Jep>KaBHUX iHPOP-
MaliiHuX pecypciB Ta iHdopmauii. BianosigHo 10 1poro Marots OyTH
BU3HAYCHI MPaBOBI Ta OpraHizalliiiHi OCHOBH 3a0e3NeUYeHHS 3aXUCTY
KUTTEBO BKIIMBUX IHTEPECIB JIFOIMHM 1 TPOMasTHUHA, CYCIIUTLCTBA Ta
Jiep KaBH, HAI[IOHAIBHUX 1HTEpeciB YKpaiHu y KibeprnpocTopi, OCHOBHI
LILJT1, HAMPSIMU Ta MPUHIIUIH JAeP>KaBHOI TOIITHKH y chepi KibepOesre-
KU, TIOBHOBa)KEHHSI J€P/KABHUX OPraHiB, MiNPHEMCTB, YCTAaHOB, Opra-
Hi3allii, 0ci0 Ta rpoMajisiH y 1iit cepi, OCHOBHI 3aca iy KOOPAUHALIIT
IXHBOI TISUTBHOCTI 13 3a0e3rmeueHHs Kioepoe3mneku. [138]

Ilpu uvomy, Kivepdesnexka — 3aXWIICHICTb JKUTTEBO BAXKIMBHUX
THTEpeCiB JIIOAMHY 1 TPOMAISIHIHA, CYCIIIIbCTBA Ta ACpiKaBU B Kibep-
MIPOCTOPI, 3a AKOTO 3a0€3MEUYETHCS CTANNI PO3BUTOK 1H(POPMAITIITHOTO
CYCHITBCTBA Ta IU(POBOTO KOMYHIKATUBHOTO CEPEIOBHUIIA, CBOEUACHE
BUSIBIICHHSI, 3a1I00iraHHs 1 HEWTpautizallis peanbHUX 1 MOTeHIIHHUX 3a-
Ipo3 HaIllOHAJIBHIN Oe3merti Ykpainu y kioeprpoctopi (24).
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Ha wam nmornsig crannapt ICO/IEC 27032 Hamae BU3HAYEHHS
«xibepOe3nekn» depes3 KaTeropito Oesneku KidbepmpocTopy — sIK
30epeKeHHs] KOH(IIEHIIHHOCTI, MIJIICHOCTI Ta JOCTYHHOCTI iH-
(dhopmarii y xibepmpocTopi.

3rigHo 3 3akoHoMm Ykpaiaum «IIpo OcHOBHI 3acaaum pO3BHTKY
iHopmauiitHoro cycninberBa B Yikpaini Ha 2007-2015 pokn» Bu-
pimeHHst mpobnemu iHpoOpMaLiifHOi O0e3MeKn Mae 311HCHIOBATHCS
HUISIXOM

1) cTBOpeHHs MOBHOMYHKITIOHATLHOI iH(pOpMaIIiiHOT iHDpacTpyK-
TYpH JIep>KaBH Ta 3a0€3MeYCHHsI 3aXUCTY 11 KPUTUYHHX EJIEMEHTIB;

2) TiJBHILEHHS PiBHS KOOPAWHALI JisTbHOCTI AP KaBHUX OpraHiB
II0/I0 BUSIBJICHHSI, OIIIHKY 1 TIPOTHO3YBaHHSI 3arpo3 iHpopMalliiHii oe3-
CITI/IKiB, 3IHCHEHHS MD>KHAPOHOTO CITIBPOOITHHIITBA 3 IIUX [TUTAHb;

3) BOOCKOHAJICHHSI HOPMaTHBHO-NIPABOBOI 0a3u 100 3a0e3MeueHHS
iHdopMmariitHoi Oe3meky, 30kpemMa 3axucTy iH(GopMamiiiHuX pecypcis,
MIPOTHIII KOMIT FOTEPHIN 3TIOYMHHOCTI, 3aXHCTY TMEPCOHAIBHUX aHUX,
a TaKOX TPABOOXOPOHHOI TISITFHOCTI B iH(OpMaITiiHiii cdepi;

4) posropraHHs Ta po3BUTKY HarioHanmbHOI cucteMu KOH(iISHIT-
WHOTO 3B’SI3KY SIK Cy4acHOi 3aXMIIEHOI TPaHCIOPTHOI OCHOBH, 3/IaTHOL
IHTErpyBaTH TEPUTOPIATIBHO PO3MOALIEHI iH(POPMAITiiHI CHCTEMH, B IKUX
00po0IsIeTHCs KoH(ineHtiitHa iHbopMartis. [139]

06’ckmu Kpumuynoi ingppacmpykmypu — 11e CTpaTeriyHo Bax-
JIUBI TMIANPUEMCTBA Ta YCTAHOBH HEOOXITHI JIJIsl (PYHKIIIOHYBaHHS Cy-
CHiIbCTBA KpaiHU Ta 11 eKOHOMIKH.

[TinmpueMcTBa MO BITHOCATHCS A0 00’€KTIB KpUTHYHOI iHGpa-
CTPYKTYDH:

1. ypsnoyBaHHS Ta HaJaHHA HAHBayKIMBIMIMX MyONiYHUX (aAMiHi-
CTPaTUBHUX) MOCIYT;

2. eHepro3abesredcHHs (y TOMY YHCII ITOCTAa4aHHS TEIIOBOI
eHeprii);

3. BOIOIIOCTAa4aHHS Ta BOIOBI/IBEICHHS;

4. mpoIOBOJIBYC 3a0€3IICUCHHS;

5. OXOpOHa 37IOPOB’S;

6. ¢apMmarieBTHYHA TPOMHUCIIOBICTH;

TepMiHOM «KpUTHYHA iHPPACTPYKTYpa», 3a3BUYAl, OXOIUTIOIOTh-
csl Ti 00’€KTH, CUCTEMH, MEpEXi ad0 IX YaCTWHH, MOPYIICHHS QyHK-
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IOPKHUTA

Bif Teopii 40 NPaKTUKKU

[lepenT Ha caut —
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